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Two Issues Effecting to the Reliability of 
Wireless Sensor Networks

1. Sensors that run on batteries have limited energy reserves, 
e.g., may run on two AA batteries.    

2. Enemy agents may sabotage network.  



Energy conservation

In many WSN applications, using and replacing batteries is 
impractical. Often the sensor nodes are located in 
unrecoverable locations. Furthermore, the labor and costs 
associated with changing hundreds, if not thousands, of 
batteries outweighs the ROI (Return on Investment) that 
the sensor network could deliver.  

Thus it is important to conserve energy when routing. 



Multi-hop routing



Multi-hop routing saves power

Power required for sensor A to reach sensor B is a quadratic 
function of the distance between A and B.  Thus, a 
sequence of smaller transmissions to intermediate nodes 
requires less total power than a direct communication.   



Fault-tolerance & security

• Designing and analyzing fault-tolerant networks
networks with the ability to survive (remain connected) 
even if there are sensors/node failures throughout the 
network.

• Routing schemes for gather, broadcast and point-to-
point communication that involve routing along multiple 
node-disjoint paths.

Such schemes that can detect and circumvent enemy 
agent that is trying to disrupt the routing scheme.  



Homogeneous vs. heterogeneous sensor 
networks?

• Homogeneous Sensor Networks:
All nodes transmit with same power
Identical transmission radius – inefficient

• Heterogeneous Sensor Networks:
Each node has its own transmission radius
How to assign radius?



Traditional k-connectivity

• A network is k-connected if it remains connected even 
after the deletion of any k nodes.

• Equivalently, it is k-connected if there are k pair-wise 
disjoint paths joining any pair of nodes.





New concept
Dominating k-connectivity

We will say that a network is dominating k-connected
if, after the simultaneous failure of at most k – 1 nodes 
in the  neighborhood of any surviving node, the 
surviving nodes form a connected dominating set.



Dominating k-connectivity vs. 
traditional k-connectivity

Dominating k-connectivity is a much stronger connectivity 
property than k-connectivity.  

However, we show via theoretical results and empirical 
testing that to achieve dominating k-connectivity in a 
heterogeneous sensor network requires only a small 
increase in the radii of transmission over that required for 
k-connectivity.   



Dominating k-connected to a sink node

We say that a network is dominating k-connected to a 
sink node s, if the network is able to resist simultaneous 
node failures throughout the network and still remain 
connected to the in-neighborhood of s, provided that at 
most k – 1 nodes have failed in the out-neighborhood of 
any surviving node.

Thus, a network is dominating k-connected iff it is 
dominating k-connected to every node.



K-bounded subset

A k-bounded subset G[U] is one where every node in U is 
adjacent to at most k – 1 nodes not in U. 

Thus, a digraph is dominating k-connected to s iff every k-
bounded set U induces a subgraph G[U] that contains a 
directed path from each node of u in U to the in-
neighborhood of s. 



Characterization of dominating k-
connected networks



Proof of Theorem 1 (if)

Since there are at most k – 1 neighbors of u that do not lie in U, 
there is at least one node u1 < u. Applying the same argument with 
u1, there exists a node u2 in U such that u2 < u1. Continuing in this 
way, we obtain a sequence 

u > u1 > … > uj

Since the nodes in the sequence are successively smaller in the 
linear order and eventually a node in the in-neighborhood of s
must be reached.



K-smaller property

A subset A of V has the k-smaller property if there exists a 
labeling  L of the nodes in A, such that for each node a in A that is 
not in the in-neighborhood of s, there exists at least k nodes in the 
out-neighborhood of a that belong to A and have a strictly smaller 
label than a. 



Proof of Theorem 1 (only if)

Consider a set A of maximum size having the k-smaller property, 
and consider the set U = V\A.  

We will show that U is empty, so that A = V. Assume to the 
contrary that U is not empty.

Suppose u in U is joined to at least k nodes not in U. Then, by 
assigning u a label greater than any label on the nodes of A, the 
set A + u would have the k-smaller property contradicting the 
maximality of A.  Thus, U is k-bounded. 

But, since A = V\U contains the in-neighborhood of s, G[U] is not 
connected to the in-neighborhood of s, contradicting the fact that 
G is dominating k-connected to s.  Hence, A = V.



Dominating Connectivity

Dominating connectivity to a sink node s is the maximum k for 
which D is dominating k-connected.   

Dominating connectivity of D is the maximum k for which D
is dominating k-connected.  



Dominating Connectivity Algorithm



Algorithm for Optimal Radii Assignment








